ScoutOpen 2 protocol
Protocol description
General information
Terminal ID must be pre-registered on the server. The terminal initiates an outgoing connection to the server to the IP address and port specified in the settings.
Byte order – little-endian.
Standard types:
uint8_t, uint16_t, uint32_t, uint64_t non-integer data type with the size of 1, 2, 4, 8 bytes, respectively.
int8_t, int16_t, int32_t, int64_t – integer data type with the size 1, 2, 4, 8 bytes, respectively.
float – a number with a single-accuracy floating point corresponding to the IEEE 754 standard, size 4 bytes.
Dump[] – bytes array.
String – text in the Windows-1251 encoding, the first byte is the length of the string. Example: String "321" will be passed by a byte sequence {0x03, 0x33, 0x32, 0x31}.
Transmission order
 
1. The terminal opens the connection to the server.
2. The terminal transmits a frame containing one or more packets with coordinates, time and sensor readings.
3. The server responds with 0x55, otherwise the transmission is repeated.
4. If there is more data, then the return to step 2, otherwise the transmission stops.
 
Frame format
	Title
	Type
	Size
	Description

	FrameSize
	uint16_t
	2 bytes
	Frame size

	NumberOfPackets
	uint16_t
	2 bytes
	Number of packets per frame (N)

	Packet 1
	PacketType
	n1 bytes
	Packet 1

	Packet 2
	PacketType
	n2 bytes
	Packet 2

	…
	 
	 
	 

	Packet N
	PacketType
	nN bytes
	Packet N

	CRC8
	uint8_t
	1 byte
	Check sum


FrameSize – the full frame size in bytes.
NumberOfPackets – the number of packets in the frame.
CRC8  –  - checksum of the frame.  Calculated according to CRC8 algorithm using x^8 + x^7 + x^4 + x^0 forming polynomial. The checksum is counted over all bytes of the frame, except the frame length field and the checksum field itself.
Telemetry data packet format
	Title
	Type
	Size
	Description

	Service information

	Size
	uint16_t
	2 bytes
	Packet size

	PacketType
	uint16_t
	2 bytes
	Packet type

	DeviceType
	uint32_t
	4 bytes
	Equipment type

	Id
	String
	n- bytes
	Identifier

	General data

	DateTime
	DateTime
	8 bytes
	Time in .NET format

	Longitude
	float
	4 bytes
	Longitude, degrees

	Latitude
	float
	4 bytes
	Latitude, degrees

	Speed
	float
	4 bytes
	Speed, km/h

	Course
	uint16_t
	2 bytes
	Course, degrees

	Satellites
	uint8_t
	1 byte
	Number of satellites in use

	Fix
	uint8_t
	1 byte
	Signs of a fixation of coordinates

	Odometer
	uint32_t
	4 bytes
	Mileage, m

	Status
	uint16_t
	2 bytes
	Terminal status

	Sensor data

	Sensor 1
	SensorData
	n- bytes
	Sensor 1 data

	Sensor 2
	SensorData
	n- bytes
	Sensor 2 data

	…
	…
	…
	…

	Sensor N
	SensorData
	n- bytes
	Sensor N data


Service information and general data in the packet must be available and there may be no sensor data in the package. Availability of these sensors and their size is based on the total size of the package.
Size – the total size of the packet in bytes.
PacketType – Packet type. For telemetry data packet = 1.
Id – the factory ID of the terminal (serial number). The first byte is the length of the string (not including the first byte).
DeviceType – terminal type.
DateTime – time in .NET format. One clock corresponds to 100 nanoseconds or one ten millionth of a second. The value of this property represents the number of 100 nanosecond intervals that have passed since midnight 00:00:00:00, January 1, 0001, which corresponds to the value of DateTime.MinValue.
	Time conversion in Unix-time


 
 Fix – coordinate fixation sign
	Bit
	Value

	0
	1 – coordinates are fixed
0 – no fixation of coordinates

	1 - 7
	Reserve


Status – terminal status
	Bit
	Value

	0
	Power:
1 – main 
0 – backup

	1
	Movement:
1 – movement
0 - parking

	2
	Ignition 
1 – Ignition on
0 – Ignition off

	15
	The validity of the Status field
1 – Status field is valid
0 – not valid (the "Status" field should not be used)

	3 - 14
	Reserve



Sensor data format
SensorData – sensor data
	Title
	Type
	Size
	Description

	PortNumber
	uint8_t
	1 byte
	Port number

	SensorNumber
	uint8_t
	1 byte
	Sensor number at the port

	SensorType
	uint8_t
	1 byte
	Sensor type

	DataSize
	uint8_t
	1 byte
	Sensor data size

	Data
	SensorType
	DataSize byte
	Sensor data


The numbering of ports and sensors (PortNumber, SensorNumber) starts from scratch.
SensorType – sensor type.
Sensor types
	Code
	Title
	Type
	Description

	1
	analog
	float
	Used to transmit the current value of the analog sensor (example: voltage or fuel level)

	2
	counting
	uint
	Used to transmit value changes, must be summed up on the server (example: flowmeter)

	3
	discrete
	uint8_t
	Used to transmit a discrete state (example: ignition on/off), takes on 0 ... 1

	4
	binary
	Dump[]
	Used to transfer an array or bit field (example: error word)

	5
	Linear acceleration
	  int16_t
	Linear acceleration, mg. Positive value corresponds to forward acceleration, negative value corresponds to deceleration (backward acceleration).

	6
	Side acceleration
	int16_t
	Side acceleration, mg. Positive value corresponds to the direction to the right (turn right), negative value corresponds to the acceleration to the left.

	7
	Traffic accident sensor
	Dump[]
	Contains the information on operation of the sensor of road accident.

	8
	Identification of GSM BS
	Dump[]
	Contains MCC/MNC, LAC, Cell ID of the base station.

	 9
	Acceleration threshold exceeded
	Dump[]
	Contains the maximum and average acceleration values for the time of exceeding and duration of exceeding.

	10
	 Additional navigation data
	    Dump[]
	Contains altitude and parameters for deterioration of navigation accuracy.

	11
	 IMEI
	String
	Text string containing modem IMEI.

	12
	Identification
	Dump[]
	Identification data.



Linear acceleration 
Linear acceleration, units of measure - mg. Positive value corresponds to forward acceleration, negative value corresponds to deceleration (backward acceleration). Signal, 2 bytes (int16_t).
Side acceleration
Side acceleration, units of measure - mg. The positive value corresponds to the right direction (turn right), the negative value corresponds to the left acceleration. Signal, 2 bytes (int16_t).
Accident sensor 
	Type
	Data

	uint32_t
	CrashID – unique accident identifier

	uint64_t
	DateTime - time in the .NET format


 
Identification of GSM base station 
	Type
	Data

	uint32_t
	MCC/MNC – Country code/cellular network code

	uint32_t
	LAC – local area code

	uint32_t
	Cell ID – cell identifier



Acceleration threshold exceeded 
	Type
	Data

	 uint8_t
	AccelType- the type of acceleration of threshold excess
0 – linear (longitudinal)
1 – lateral (transversal)

	 int32_t
	AccelerationMax - the maximum acceleration value for the excess time, [mg]. Positive value is acceleration, negative value is braking.

	 int32_t
	AccelerationAverage – is the average acceleration value for the excess time, [mg]. Positive value is acceleration, negative value is braking.

	 uint32_t
	ExceedingTime – the duration of the acceleration excess, [ms].


 
Additional navigation data 
	Type
	Data

	 int16_t
	Altitude - altitude, [m]

	 unt16_t
	VDOP – reduction of accuracy in the vertical plane * 0.01

	 unt16_t
	HDOP – reduction of accuracy in the horizontal plane * 0.01

	 unt16_t
	PDOP – reduction of positioning accuracy * 0.01


 
Identification 
	Type
	Data

	 uint8_t
	Type of identification:
0 – Driver identification
1 – Identification on the refueler
2 – identification of attachments
3 ..255 – Reserve

	 uint8_t
	Identifier length, n

	 Dump[n]  
	Identifier, lower byte forward


[bookmark: _GoBack]
Example: 0x00 0x07 0xA0 0xBD 0x05 0xF7 0x32 0x58 0x91
0x00 – driver identification
0x07 – identifier length 7 bytes
0xA0 0xBD 0x05 0xF7 0x32 0x58 0x91 – identifier 915832F705BDA0

Traffic accident data packet format
The package is designed to transmit the acceleration array along the 3-axis fixed by the sensor accident. 
The array is transmitted in blocks in several frames, the sign of the last data block Completed = 1.
	Name
	Type
	Size
	Description

	Service information

	Size
	uint16_t
	2 bytes
	Packet size

	PacketType
	uint16_t
	2 bytes
	Packet type

	DeviceType
	uint32_t
	4 bytes
	Equipment type

	Id
	String
	n- bytes
	Identifier

	Traffic accident data

	DateTime
	DateTime
	8 bytes
	Time in .NET format

	CrashID
	uint32_t
	4 bytes
	Unique accident identifier

	Completed
	uint8_t
	1 byte
	1 – last block of traffic accident data

	Offset
	uint16_t
	2 bytes
	Accelerator block offset from array start, byte

	    DataSize
	uint16_t
	2 bytes
	Acceleration block size, byte

	Acceleration[]
	Dump[DataSize]
	DataSize byte
	Array of accelerations during accident


Size – the full size of the packet in bytes.
PacketType – Type of packet. For accident data packet = 2.
Id – the factory ID of the terminal (serial number). The first byte is the length of the line (not including the first byte).
DeviceType – the type of terminal.
DateTime – time in the .NET format.
CrashID – a unique accident identifier.
Completed – sign of the last traffic accident data packet (1 - data transmission completed, 0 - transmission not completed).
Offset – offset of data from the beginning of the array.
DataSize – the size of the data block of the accident in the package.
Acceleration[] – array of accelerations during accident.
	Acceleration[0]
	int16_t
	X-axis acceleration, mg

	
	int16_t
	Y-axis acceleration, mg

	
	int16_t
	Z-axis acceleration, mg

	Acceleration[1]
	int16_t
	X-axis acceleration, mg

	
	int16_t
	Y-axis acceleration, mg

	
	int16_t
	Z-axis acceleration, mg

	…
	…
	…

	          Acceleration[DataSize / 6 - 1]
	int16_t
	X-axis acceleration, mg

	
	int16_t
	Y-axis acceleration, mg

	
	int16_t
	Z-axis acceleration, mg


 
2. Transfer example
Terminal: 4e 00 01 00 49 00 01 00 19 00 00 00 05 33 30 31 31 32 00 4b 71 00 e7 bc cd 08 2b 98 0a 42 89 06 66 42 33 33 97 42 41 01 0f 01 d6 d0 00 00 07 80 00 00 01 04 e7 0c c3 41 01 00 03 01 00 0a 00 01 04 00 00 bf 42 0a 01 02 04 32 00 00 00 3A
Server: 55 // confirmation of reception
Frame content

Frame header 
4e 00 – the size of the frame: 78 bytes
01 00 – number of packets in the frame: 1
The packet:
Service information:
49 00 – packet size: 73 bytes
01 00 – Package type: 1 - Telemetry data
19 00 00 00 – equipment type: 25
05 – ID line length: 5 bytes
33 30 31 31 32 – ID: 30112
00 4b 71 00 e7 bc cd 08 – time in the .NET format: 30.03.2011 11:44:46
2b 98 0a 42 – longitude: 34.648602
89 06 66 42 – latitude: 57.506382
33 33 97 42 – Speed: 75.6 km/h
41 01 – course: 321
0f – number of satellites: 15
01 – Fixation of coordinates: Fixed
d6 d0 00 00 – Mileage: 53462 m
07 80 – Terminal status: main power, movement, ignition on, field valid
Sensors data:
00 – port: 0
00 – sensor: 0
01 – data type, analog
04 – data size: 4 bytes
e7 0c c3 41 – sensor reading: 24.3813
01 – port: 1
00 – sensor: 0
03 – data type, discrete
01 – data size: 1 byte
00 – sensor reading: off
0a – port: 10
00 – sensor: 0
01 – data type, analog
04 – data size: 4 bytes
00 00 bf 42 – sensor reading: 95.5
0a – port: 10
01 – sensor: 1
02 – data type, counter
04 – data size: 4 bytes
32 00 00 00 – sensor reading: 50
The checksum of the frame:
3A – CRC8
 
